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NEW FUNCTION SUMMARY 

 

AT-TLS support for x25519 and x448 key exchange for TLSv1.2 

z/OS V2R5 Communications Server with APAR PH45902 provides AT-TLS support for a TLSv1.2 server 
to specify which elliptic curves can be used for the handshake key exchange when an ephemeral ECDH 
(Elliptic curve Diffie-Hellman) cipher is used. Support is also added for the x25519 and x448 curves for 
TLSv1.2 handshake key exchange. 

These updates also apply to TLSv1.0 and TLSv1.1. 

Restrictions: 

For TLSv1.0, TLSv1.1, and TLSv1.2, curves x25519 and x448 are not enabled by default and must be 
configured explicitly both for the AT-TLS client and server.  

Dependency: 

z/OS V2R5 System SSL APAR OA61783 is required. 

Using AT-TLS support for x25519 and x448 key exchange for TLSv1.2 

To use AT-TLS support for x25519 and x448 key exchange for TLSv1.2, perform the tasks in Table 1. AT-
TLS support for x25519 and x448 key exchange for TLSv1.2. 

Table 1. AT-TLS support for x25519 and x448 key exchange for TLSv1.2 

Task/Procedure Reference 

Understand the use of elliptic curves for a TLSv1.0 
-TLSv1.2 negotiation 

 Limiting Key Exchange Elliptic Curves for 
TLSv1.0, TLSv1.1, and TLSv1.2 in IP 
Configuration Guide 

Configure a list of allowed elliptical curves for 
TLSv1.0-TLSv1.2 key exchange negotiations for an 
AT-TLS server. 

 Online help of IBM Configuration Assistant for 
z/OS Communications Server 

 ServerKexECurves parameter on the 
TTLSSignatureParms statement in IP 
Configuration Reference 

Configure support for elliptic curves x25519 and 
x448 for TLSv1.0-TLSv1.2 key exchange 
negotiations for an AT-TLS client. 

 Online help of IBM Configuration Assistant for 
z/OS Communications Server 

 ClientECurves parameter on the 
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TTLSSignatureParms statement in IP 
Configuration Reference 

Display AT-TLS policy using the z/OS UNIX 
pasearch command to query information from the 
Policy Agent. 

The z/OS UNIX pasearch command: Display 
policies in IP System Administrator's Commands 

Display AT-TLS policy for an active connection 
using the Netstat TTLS/-x command. 

Netstat TTLS/-x report in IP System 
Administrator's Commands 

 

General updates for the non-PROFILE.TCPIP IP configuration files 

Table 2. New and changed non-PROFILE.TCPIP configuration files for z/OS V2R5 lists the general 
updates for the Communications Server IP configuration files. 

Table 2. New and changed non-PROFILE.TCPIP configuration files for z/OS V2R5 

File Statement/Entry Description Reason for 
change 

AT-TLS 
policy files 

TTLSSignatureParms  New parameter ServerKexECurves 

 New values x25519 and x448 on the 
ClientECurves parameter 

AT-TLS support for 
x25519 and x448 
key exchange for 
TLSv1.2 

 

Netstat operator commands (DISPLAY TCPIP,,NETSTAT) 

Table 3. New and changed Communications Server Netstat operator commands (DISPLAY 
TCPIP,,NETSTAT) for z/OS V2R5 lists the new and updated Communications Server IP Netstat operator 
command DISPLAY TCPIP,,NETSTAT. 

Table 3. New and changed Communications Server Netstat operator commands (DISPLAY TCPIP,,NETSTAT) for z/OS V2R5 

Parameter Description Reason for change 

TTLS CONN DETAIL The new parameter ServerKexECurves is displayed 
for the environment action. It is also displayed for 
the connection action, if configured. 

AT-TLS support for 
x25519 and x448 key 
exchange for TLSv1.2 
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NETSTAT TSO commands 

Table 4. New and changed Communications Server NETSTAT TSO commands for z/OS V2R5 lists the 
new and updated Communications Server NETSTAT TSO command. 

Table 4. New and changed Communications Server NETSTAT TSO commands for z/OS V2R5 

Parameter Description Reason for change 

TTLS CONN DETAIL The new parameter ServerKexECurves is displayed 
for the environment action. It is also displayed for 
the connection action, if configured. 

AT-TLS support for 
x25519 and x448 key 
exchange for TLSv1.2 

 

Netstat UNIX commands 

Table 5. New and changed Communications Server z/OS UNIX netstat commands for z/OS V2R5 lists the 
new and updated Communications Server z/OS UNIX netstat command. 

Table 5. New and changed Communications Server z/OS UNIX netstat commands for z/OS V2R5 

Parameter Description Reason for change 

–x CONN DETAIL The new parameter ServerKexECurves is displayed 
for the environment action. It is also displayed for 
the connection action, if configured. 

AT-TLS support for 
x25519 and x448 key 
exchange for TLSv1.2 

 

General updates of z/OS UNIX commands 

Table 6. New and changed Communications Server z/OS UNIX commands for z/OS V2R5 lists the new 
and updated Communications Server z/OS UNIX non-netstat command. 

Table 6. New and changed Communications Server z/OS UNIX commands for z/OS V2R5 

Command Parameter Description Reason for 
change 
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pasearch -t The new parameter ServerKexECurves is 
displayed for the environment action. It is 
also displayed for the connection action, 
if configured. 

AT-TLS support for 
x25519 and x448 
key exchange for 
TLSv1.2 

TCPIPCS subcommand 

Table 7. New and changed Communications Server TCPIPCS subcommand options for z/OS V2R5 lists 
the TCPIPCS subcommand options. 

Table 7. New and changed Communications Server TCPIPCS subcommand options for z/OS V2R5 

Subcommand Description Reason for change 

TTLS The new parameter ServerKexECurves is displayed 
for the environment action. It is also displayed for 
the connection action, if configured. 

AT-TLS support for 
x25519 and x448 key 
exchange for TLSv1.2 
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IP CONFIGURATION GUIDE 

 

Limiting Key Exchange Elliptic Curves for TLSv1.0, TLSv1.1, and TLSv1.2 

When using an Ephemeral Elliptic Curve Diffie Hellman cipher (TLS_ECDHE_xxx), each side of the 
connection being negotiated generates an elliptic curve key pair and exchanges the public key as part of 
the TLSv1.0, TLSv1.1, or TLSv1.2 handshake process. The elliptic curve is selected by the TLS server 
using a list of supported elliptic curves provided by the TLS client.  

For a TLS client, the list of supported elliptic curves is defined using the ClientECurves parameter on the 
TTLSSignatureParms statement. This list represents the curves supported by the TLS client for the key 
exchange in the client’s preferred order. This list also represents certificate elliptic curves supported 
when a server is using an elliptic curve public key certificate.  

For a TLS server, the list of allowed curves is defined using the ServerKexECurves parameter on the 
TTLSSignatureParms statement. This list represents the allowed key exchange curves with no defined 
order.  

Example:  

For a TLS client that supports secp256r1 (0023) and secp384r1 (0024) and prefers that secp256r1 be 
used, ClientECurves would be configured as 

 ClientECurves 00230024 

If the TLS server supports secp384r1 (0024), x25519 (0029) and secp256r1 (0023), ServerKexECurves 
would be configured as: 

 ServerKexECurves 002400290023 

The TLS server selects the first elliptic curve in the client’s list which is included in the server’s 
supported list. In this example, the key exchange process for a connection between the client and 
server would use secp256r1 (0023). 

For more information on configuring ClientECurves and ServerKexECurves, see the TTLSSignatureParms 
statement in IP Configuration Reference. 
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IP CONFIGURATION REFERENCE 

 

TTLSSignatureParms statement 

Use the TTLSSignatureParms statement to define the client and server elliptic curve preferences and the 
client signature algorithm pair specifications for an AT-TLS environment or an AT-TLS connection. A 
TTLSSignatureParms statement can be specified inline in a TTLSEnvironmentAction or 
TTLSConnectionAction statement or referenced by a TTLSEnvironmentAction or TTLSConnectionAction 
statement. 

Syntax 

 

Put Braces and Parameters on Separate Lines 

 

TTLSSignatureParms Parameters 
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Parameters 

name 

A string 1 - 32 characters in length that specifies the name of this TTLSSignatureParms statement. 

Rule: If this TTLSSignatureParms statement is not specified inline in another statement, a name value 
must be provided. If a name is not specified for an inline TTLSSignatureParms statement, a 
nonpersistent system name is created. 

ClientECurves 

Specifies the list of ECDH (Elliptic curve Diffie-Hellman) curves that are supported by the client, in 
order of preference for use. 

 For TLSv1.0, TLSv1.1, TLSv1.2: This list is used by the client to guide the server as to which 
elliptical curves are preferred when using cipher suites that use elliptical curve cryptography. 

 For TLSv1.3: This list is used by the client to guide the server as to which elliptic curves are 
preferred and to guide group selection for encryption and decryption of handshake 
messages. 

Only NIST recommended curves along with x25519 and x448 can be specified.  

Restriction: For TLSv1.0, TLSv1.1, and TLSv1.2, if x25519 or x448 is specified and the partner is using 
an ECDSA certificate, the certificate’s elliptic curve must also be included in the ClientECurves list of 
curves. AT-TLS does not support X25519 and x448 certificates. 
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For TLSv1.0, TLSv1.1, and TLSv1.2, to allow the use of Brainpool standard curve certificates for a TLS 
connection, the list must contain only the ANY curve name constant. 

Restriction: Brainpool certificates cannot be used in FIPS mode or if the negotiated protocol is 
TLSv1.3. 

Restriction: When TLSv1.3 is enabled, a value of ANY will result in a failure. 

If a ClientECurves parameter is specified more than once, the values are concatenated to create a 
single list of elliptic curve enumerators. The ANY curve name constant cannot be specified in 
combination with any specific curve values. For System SSL, the GSK_CLIENT_ECURVE_LIST value is 
set to the concatenated value or to NULL if ANY is specified. 

The curves value is a string of one or more 4-character curve enumerators or a single curve name 
constant. The curve string cannot have blanks between the curve enumerators. If duplicate curves are 
specified, the first instance is used and all other instances are ignored. The maximum number of 
curves is 16. For System SSL, see Table 16. Supported elliptic curve (group) definitions for TLS V1.0, 
TLS V1.1, TLS V1.2, and TLS V1.3 and supported key share definitions for TLS V1.3 in z/OS 
Cryptographic Services System SSL Programming for a list of valid elliptic curves and the TLS versions 
for which the curves are supported. Table 73 ClientEcurves/ServerKexECurves lists the supported 
elliptic curve name constants. 

default_client_ecurves 

For an environment action, the default is dependent on whether TLSv1.3 is enabled for the 
environment action or not. 

 If TLSv1.3 is enabled for the environment action, the default is 002100230024002500190029 
which includes secp224r1, secp256r1, secp384r1, secp521r1, secp192r1, x25519. 

 If TLSv1.3 is not enabled for the environment action, the default is 00210023002400250019 
which includes secp224r1, secp256r1, secp384r1, secp521r1, secp192r1. 

For a connection action, if the TLSv1.3 parameter is explicitly configured for the connection action, 
the default is determined as follows: 

 If TLSv1.3 is enabled for the connection action, the default is 002100230024002500190029 
which includes secp224r1, secp256r1, secp384r1, secp521r1, secp192r1, x25519. 

 If TLSv1.3 is disabled for the connection action, the default is 00210023002400250019 which 
includes secp224r1, secp256r1, secp384r1, secp521r1, secp192r1. 

 Otherwise, if TLSv1.3 is not configured for the connection action, there is no default and the 
setting is determined by the associated environment action. 

Table 73 ClientEcurves / ServerKexECurves 

Table 73 ClientEcurves / ServerKexECurves 

Elliptic curve name constants Elliptic Curve Enumerator  Supported TLS versions 
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secp192r1  0019  TLS V1.0, V1.1, V1.2 

secp224r1  0021  TLS V1.0, V1.1, V1.2 

secp256r1  0023  TLS V1.0, V1.1, V1.2, V1.3 

secp384r1  0024  TLS V1.0, V1.1, V1.2, V1.3 

secp521r1  0025  TLS V1.0, V1.1, V1.2, V1.3 

X25519 0029 TLS V1.0, V1.1, V1.2, V1.3 

X448 0030  TLS V1.0, V1.1, V1.2, V1.3 

… 

ServerKexECurves 

Specifies the list of ECDH (Elliptic curve Diffie-Hellman) curves that are supported by the server during 
a TLS V1.0, TLS V1.1, or TLS V1.2 handshake. This list is used by the server to limit which elliptic 
curves can be used for the handshake key exchange when an ephemeral ECDH cipher 
(TLS_ECDHE_xxx) is utilized. 

The curves value is a string of one or more 4-character curve enumerators or a single curve name 
constant. The curve list cannot have blanks between the curve enumerators. If duplicate curves are 
specified, the first instance is used, and all other instances are ignored.  

If a ServerKexECurves parameter is specified more than once, the values are concatenated to create a 
single list of curve enumerators. For System SSL, the GSK_SERVER_ALLOWED_KEX_ECURVES value 
is set to the concatenated value. 

For System SSL, see Table 29. Supported elliptic curve (group) definitions for TLS V1.0, TLS V1.1, TLS 
V1.2, and TLS V1.3 and supported key share definitions for TLS V1.3 in z/OS Cryptographic Services 
System SSL Programming Guide for a list of valid elliptic curves and the TLS versions for which the 
curve is supported. Table 73 ClientEcurves/ServerKexECurves lists the supported elliptic curve name 
constants. 

For an environment action, the default value for ServerKexECurves is 00230024002500210019 
which includes secp256r1, secp384r1, secp521r1, secp224r1, secp192r1. 

For a connection action, there is no default for ServerKexECurves - the setting is determined by the 
associated environment action. 
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IP SYSTEM ADMINISTRATOR’S COMMANDS 

 

Netstat TTLS/-x report 

Displays Application Transparent Transport Layer Security (AT-TLS) information. AT-TLS supports only 
TCP protocol connections. 

… 

COon Report Examples 

The following examples are generated by using TSO NETSTAT command. Using the z/OS UNIX netstat 
command displays the data in the same format as the TSO NETSTAT command. 
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Report field descriptions 

The report fields are listed in alphabetical order. For more information about each field, see AT-TLS 
policy statements in z/OS Communications Server: IP Configuration Reference. 

… 

ServerKexECurves 

The list of elliptic curves that are supported by the server during a TLS V1.0, TLS V1.1, or TLS V1.2 
handshake. This list is used by the server to limit which elliptic curves can be used for the handshake 
key exchange when an ECDHE cipher is utilized. 
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Both the four-character value of the elliptic curve and the constant of the elliptic curve name are shown 
for each member of the list. 

… 

The z/OS UNIX pasearch command: Display policies 
 
Parameters 

… 

-c 

Display policy object information (for example, FLUSH or NOFLUSH, PURGE or NOPURGE). This option 

can be used with the image option (-p), or the policy type options (-i, -q, -R, -t, -v or -z). All other 

options are either ignored or are not valid. 

See the following descriptions of policy object fields: 

ConfigLocation 

Indicates the source from which the policies were loaded. The following might be displayed on the 
policy server: 

Local 

Indicates that the policies were loaded from local configuration files, an LDAP server, or both. 

Client 

Indicates that the policies were loaded for a connected policy client. 

The following might be displayed on the policy client: 

Local 

Indicates that the policies were loaded from local configuration files, an LDAP server, or both. 

Remote 

Indicates that the policies were loaded from the policy server. 

LDAPServer 

Indicates whether or not an LDAP server is used for local policies. 

CommonFileName 

Indicates the name of the common configuration file, if one exists. 

ImageFileName 

Indicates the name of the stack-specific configuration file. 

ClientName 

Indicates the policy client name. 

ClientUserid 
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Indicates the user ID being used for a policy client. 

PolicyServerAddr 

Indicates the IP address of the policy server being used for remote policies. 

PolicyServerPort 

Indicates the port of the policy server being used for remote policies. 

PolicyServSysname 

Indicates the system name of the policy server being used for remote policies. 

PolicyClientAddr 

Indicates the IP address of a connected policy client. 

PolicyClientPort 

Indicates the port of a connected policy client. 

ConnectTime 

Indicates the time when a policy client connected to the policy server. 

ApplyFlush 

Indicates whether the policy type uses the PolicyFlush flag for FLUSH or NOFLUSH processing. 

DeleteOnNoflush 

Indicates whether or not NOFLUSH processing is honored. 

ApplyPurge 

Indicates whether the policy type uses the PurgePolicies flag for PURGE or NOPURGE processing. 

AtomicParse 

Indicates whether or not parsing of the policy type is atomic. With atomic parsing, any errors 

result in the entire set of policy changes for that policy type being discarded. Without atomic 

parsing, only objects found to be in error are discarded. 

DummyOnEmptyPolicy 

Indicates whether the TCP/IP stack is informed if no policies are configured for this type of policy. 

ModifyOnIDChange 

Indicates whether or not a rule or action object is considered changed if only the rule or action ID 
changes due to the order of policies. 

PolicyFlush 

For policy types that honor FLUSH, indicates whether FLUSH or NOFLUSH was configured on the 
TcpImage, PEPInstance, or specific type configuration statement (for example TTLSConfig). 

PurgePolicies 

For policy types that honor PURGE, indicates whether PURGE or NOPURGE was configured on the 
TcpImage, PEPInstance, or specific type configuration statement (for example TTLSConfig). 

Configured 
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Indicates whether any policies were configured for this policy type. 

UpdateInterval 

Indicates the time interval (in seconds) for checking the creation or modification time of the 
configuration file or files, and for refreshing policies from the LDAP server. 

PerfColEnabled 

Indicates whether the PolicyPerformanceCollection statement was enabled. 

InstanceId 

An identification associated with the last update for this policy type. 

LastPolicyChanged 

The time stamp value that indicates when any policy rule, policy action, or table for this policy type 
was last updated. 

Policy updated 

The time stamp value that indicates when the IPSec policy object was last updated. 

PAPI Qos Sub-version, PAPI Ids Sub-version, PAPI IPSec Sub-version, PAPI Routing Sub-
version, PAPI TTLS Sub-version, PAPI ZERT Sub-version. 

The negotiated PAPI sub-version level for each type of policy. These fields are only displayed when 
the PAPI version in the report header is 16 or greater. 

… 

Examples: 

The following example shows policy object information for all types of policies: 
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The following example shows active AT-TLS policies: 
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